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Abstract: The rapid adoption of 5G technology in healthcare introduces significant challenges 

regarding data privacy and security. This paper proposes a hybrid framework integrating blockchain, 

zero-trust architecture (ZTA), and AI-driven threat detection to address these challenges. Blockchain 

ensures secure, tamper-proof data storage, while ZTA strengthens access control by continuously 

verifying users and devices. AI contributes by providing real-time threat detection and dynamic 

response capabilities, making the system more resilient to evolving cyber risks. A systematic 

literature review was conducted to analyze existing frameworks and identify gaps in 5G healthcare 

security. The findings reveal that while individual technologies such as blockchain and ZTA are 

well-established, their integration into a cohesive framework remains underexplored. The proposed 

hybrid solution effectively mitigates the risks associated with 5G networks by offering a multi-

layered security approach. This research contributes to the field by proposing a scalable, adaptable 

security model suitable for 5G-enabled healthcare systems. Future research should focus on 

empirical validation, scalability testing, and exploring lightweight alternatives to blockchain and AI 

for resource-constrained environments. Additionally, investigating the integration of emerging 

technologies like quantum computing and 6G networks will further enhance the framework’s 

security capabilities. This study provides a foundation for developing secure, privacy-preserving 

systems for healthcare in the 5G era. 

Keywords: AI-driven security, Blockchain, Healthcare data privacy, Zero-trust architecture,5G 

networks 

1. Introduction 

The healthcare industry is undergoing rapid digital transformation with the adoption of 5G 

technology, enabling faster and more reliable connections for IoT devices, telemedicine, and remote 

monitoring. However, this technological advancement has introduced significant challenges in 

protecting sensitive patient information. The integration of numerous connected devices increases 

the risk of cyberattacks, data breaches, and unauthorized access. Current security frameworks often 

lack the robustness needed to address the scale and complexity of 5G-enabled systems. A hybrid 

approach integrating advanced technologies like blockchain, zero-trust architecture (ZTA), and AI 
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is crucial to safeguarding healthcare data effectively.(Abir et al., 2023a; Devi et al., 2023a; Javaid et 

al., 2023; A. Kumar et al., 2023a; Stoumpos et al., 2023)   

 

1.1. Research Problem 

As healthcare systems adopt 5G, they face vulnerabilities stemming from inadequate data privacy 

and security measures. Existing frameworks often fail to address the high speed, low latency, and 

distributed nature of 5G networks. This creates a pressing need for an advanced security framework 

that can protect patient information while supporting the dynamic requirements of 5G-enabled 

healthcare systems.(B. Chen et al., 2021)   

1.2. Research Question and Objective 

The primary research question is: How can a hybrid framework combining blockchain, zero-trust 

architecture, and AI enhance data privacy and security in 5G-enabled healthcare systems? The 

objective of this study is to propose and evaluate a robust, multi-layered security framework that 

effectively mitigates risks and ensures secure data transmission across connected healthcare devices.   

1.3. Justification and significance of research 

Protecting patient information is critical to maintaining trust in healthcare systems and ensuring 

compliance with global data privacy regulations. This research addresses a critical gap in existing 

security frameworks by proposing a comprehensive solution tailored to the unique demands of 5G 

technology. The findings will benefit healthcare providers by offering a scalable and reliable 

approach to safeguarding sensitive data, reducing the risk of breaches, and enhancing patient safety. 

Ultimately, the study contributes to the broader goal of securely integrating advanced technologies 

into healthcare delivery(Oluwabunmi Layode et al., 2024; Petersen, 2018). 

2. Literature Review  

Recent studies highlight the transformative role of 5G technology in healthcare, emphasizing its 

potential to improve service delivery through IoT devices, telemedicine, and real-time data sharing. 

For instance, (Janet Ngesa, 2023) explored the vulnerabilities of big data in healthcare, identifying 

encryption and secure data transfer as critical needs. Similarly,(Madanian et al., 2024) proposed a 

security framework for 5G-enabled IoT healthcare applications, focusing on mitigating risks such as 

data breaches and unauthorized access. More recently, advanced frameworks combining blockchain 

and artificial intelligence (AI) have gained attention, demonstrating promise in achieving real-time 

threat detection and decentralized data management (Kuznetsov et al., 2024).These studies establish 

a foundation for exploring hybrid security solutions tailored to 5G networks. 

 

2.1. Key Theories or Concepts 

The literature emphasizes three key concepts: blockchain, zero-trust architecture (ZTA), and AI-

driven security. Blockchain ensures tamper-proof data storage and transparent auditing, making it a 
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cornerstone of secure frameworks (Hussain et al., 2020). ZTA, rooted in the principle of "never trust, 

always verify," ensures continuous verification of devices and users, reducing attack surfaces. AI 

complements these technologies by enabling predictive threat analysis and real-time responses to 

cyberattacks. Together, these concepts form the basis for a robust multi-layered security approach 

in healthcare.(Abir et al., 2023b; Devi et al., 2023b; Islam Ahmad Ibrahim Ahmad et al., 2024) 

 

2.2. Gaps or Controversies in Literature 

Despite the advances, several gaps persist. Current research often focuses on individual technologies, 

such as blockchain or AI, without adequately exploring how they can be integrated into a cohesive 

framework. Additionally, there is limited empirical validation of proposed solutions in real-world 

healthcare environments, raising concerns about scalability and performance under actual 5G 

network conditions. Controversies also arise regarding the computational overhead of blockchain 

and AI, with critics arguing these technologies may compromise system efficiency. Addressing these 

gaps and controversies is essential for developing a practical and effective security framework for 

5G-enabled healthcare systems.(Abir et al., 2023b; Sadri et al., 2023; Theodorakopoulos et al., 2024) 

3. Methodology 

This study employs a qualitative research design based on a systematic review of existing literature 

and theoretical analysis. By synthesizing insights from peer-reviewed articles, conference papers, and 

technical reports published since 2020, the study identifies best practices, challenges, and emerging 

solutions in securing 5G-enabled healthcare systems. The research also integrates theoretical and 

practical knowledge to propose a robust hybrid framework as the primary result of the study(Ebidor & 

Ikhide, 2024; Jones, 2004).   

3.1. Data Collection Methods  

The study utilizes secondary data sourced from academic databases such as IEEE Xplore, Google 

Scholar, and ScienceDirect. Articles were selected based on relevance to 5G in healthcare, 

blockchain, zero-trust architecture, and AI-driven security solutions. Keywords such as "5G 

healthcare security," "blockchain in healthcare," and "AI-driven data privacy" guided the search. 

Only studies published between 2020 and 2024 were considered to ensure the inclusion of the most 

recent advancements(Gamboa-Cruzado et al., 2024; A. Kumar et al., 2023b).   

3.2. Sample Selection 

A purposive sampling strategy was used to select 50 highly cited and peer-reviewed articles that 

address key aspects of data privacy and security in healthcare. Priority was given to studies focusing 

on integrated frameworks or solutions specifically tailored to 5G networks. Exclusion criteria 

included papers unrelated to healthcare or not involving 5G technologies(Palinkas et al., 2015).   
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3.3. Data Analysis   

Data analysis involved thematic coding to identify recurring patterns, challenges, and solutions 

across the selected literature. Key themes, such as the role of blockchain, ZTA, and AI in enhancing 

security, were analyzed to develop a coherent understanding of their integration. The findings were 

then mapped to the proposed hybrid framework, which was evaluated against identified gaps and 

controversies in the literature. The final analysis demonstrates how the framework addresses existing 

challenges and contributes to securing 5G-enabled healthcare systems.(Addula et al., 2024) 

4. Results   

4.1. Presentation of Findings   

The study findings are presented in three main themes: (1) strengths and limitations of existing 

frameworks, (2) contributions of blockchain, zero-trust architecture (ZTA), and AI, and (3) the 

proposed hybrid framework. Table 1 summarizes the key insights from the literature, showing the 

strengths, limitations, and potential for integration of various technologies.   

Table 1. potential for integration of various technologies 

Technology Strengths Limitations Potential for Integration 

Blockchain Tamper-proof data, 

transparent auditing 

High computational 

overhead, scalability issues 

Strong foundation for 

secure data transactions 

Zero-Trust Architecture Continuous verification, 

reduced attack surface 

Complexity in 

implementation, resource-

intensive 

Essential for access control 

AI Real-time threat detection, 

predictive analysis 

Data dependency, potential 

for false positives 

Key for dynamic threat 

management 

 

4.2. Proposed Framework Findings   

The proposed hybrid framework integrates these technologies to address the identified gaps in 

existing solutions. Blockchain ensures secure data storage, ZTA enhances access control, and AI 

provides dynamic threat detection and mitigation. This multi-layered approach demonstrates a robust 

solution to securing 5G-enabled healthcare systems (Sunday Adeola Oladosu et al., 2022).   
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Figure 1. Architectural diagram of the proposed framework 

The proposed hybrid framework integrates Blockchain, Zero-Trust Architecture (ZTA), and 

Artificial Intelligence (AI) to enhance the security of 5G-enabled healthcare systems. Healthcare 

data from patients, devices, and operational systems is collected and forms the foundation of the 

framework. Blockchain technology ensures this data is securely stored and immutable, providing a 

tamper-proof system for sensitive patient records. ZTA enforces strict access controls, allowing only 

authenticated users and devices to interact with the system. Meanwhile, AI dynamically detects and 

mitigates potential threats, analysing network activities in real time to ensure continuous 

protection(B. Chen et al., 2021). 

 

This multi-layered framework operates by seamlessly integrating its components into a unified 

security solution. Blockchain’s cryptographic verification reduces the risk of data breaches, while 

ZTA ensures unauthorized access is effectively prevented through continuous verification protocols. 

AI adds an intelligent layer of protection, proactively identifying and responding to threats before 

they cause harm. The integration layer enables smooth communication between these technologies, 

ensuring that each component supports the other to achieve comprehensive security(Sunday Adeola 

Oladosu et al., 2022). 

 

The framework offers significant benefits to healthcare systems. It enhances data privacy by 

implementing robust access control mechanisms while improving security through immutable 

storage and dynamic threat detection. Scalability is another key feature, allowing the framework to 

adapt to growing healthcare demands without compromising efficiency. This adaptability also makes 

it relevant for other critical sectors, such as finance or education, where similar challenges in data 

protection exist(Shojaei et al., 2024). 

 

For future research, the framework provides a strong foundation for exploring advanced 

technologies. Researchers can investigate incorporating cutting-edge AI models, such as federated 

learning, to enhance data security without compromising privacy. Additionally, integrating quantum-

resistant Blockchain technology could future-proof the framework against emerging cyber threats. 

Its modular design ensures that it remains adaptable to technological advancements, making it a 

valuable resource for ongoing research in secure 5G-enabled environments. 



20    Mabina et al.: A Hybrid Framework for Securing 5G-Enabled Healthcare Systems 

 

By addressing core security challenges, the framework not only meets current needs but also 

provides a roadmap for future innovation. It is a scalable, adaptable, and robust solution that can 

evolve with advancements in technology. This makes it an essential contribution to securing 

healthcare systems in the 5G era and beyond(Adebimpe Bolatito Ige et al., 2024). 

4.3. Data Analysis and Interpretations   

Through thematic analysis, the integration of these technologies was found to address core security 

gaps:   

• Data Breach Mitigation: Blockchain’s immutability ensures secure patient records, reducing 

tampering risks.   

• Access Control: ZTA effectively restricts unauthorized access, ensuring only verified users and 

devices can interact with the system.   

• Threat Detection: AI enables proactive responses to threats, ensuring network security in real-time.   

The hybrid framework meets the research objective by addressing the challenges posed by 5G 

healthcare environments. It enhances data privacy and security, ensuring scalability and efficiency 

without compromising performance.   

4.4. Support for Research Question and Objective   

The results directly support the research question: How can a hybrid framework combining 

blockchain, zero-trust architecture, and AI enhance data privacy and security in 5G-enabled 

healthcare systems? The findings demonstrate the viability of integrating these technologies into a 

single framework, providing a comprehensive and scalable solution to current challenges. This 

supports the study’s objective of proposing a robust security framework tailored to 5G-enabled 

healthcare environments. 

5. Discussion   

5.1. Interpretation of Results   

The findings reveal that a hybrid framework integrating blockchain, zero-trust architecture (ZTA), 

and AI effectively enhances data privacy and security in 5G-enabled healthcare systems. 

Blockchain's tamper-proof storage ensures data integrity, while ZTA strengthens access control by 

continuously verifying users and devices. AI’s real-time threat detection provides a dynamic layer 

of defense, addressing evolving cyber risks. This multi-layered approach resolves significant gaps 

in current security frameworks, such as inadequate scalability and response capabilities.  



Studies in Medical and Health Sciences 21 

5.2. Comparison with Existing Literature   

The proposed framework aligns with existing research, such as (Moezkarimi et al., 2019) emphasis 

on blockchain and (J. (Elaine) Chen et al., 2023) work on ZTA. However, unlike these studies, the 

hybrid framework integrates AI for real-time threat management, filling a critical gap in dynamic 

cybersecurity responses. (S. Kumar et al., 2022; Xuan & Ness, 2023) highlighted the potential of 

blockchain and AI but did not propose a cohesive integration. By combining these technologies, this 

study offers a more comprehensive solution, addressing the interconnected challenges of data 

privacy and security in 5G healthcare systems.   

5.3. Implications of the Study   

The study has significant implications for healthcare providers and policymakers. It provides a 

blueprint for developing scalable, secure systems capable of protecting patient data in 5G 

environments. The framework’s adaptability ensures it can evolve with emerging technologies, such 

as 6G, and contribute to establishing global standards for healthcare cybersecurity. Additionally, this 

research underscores the importance of proactive strategies, encouraging investment in advanced 

technologies for safeguarding sensitive information(Elendu et al., 2024).   

5.4. Limitations of the Study   

Despite its strengths, the study has limitations. The framework's effectiveness is based on theoretical 

insights from the literature, lacking empirical validation through real-world implementation. 

Scalability and performance under high data loads in 5G networks remain untested. Furthermore, the 

computational overhead associated with blockchain, and AI technologies could pose challenges for 

resource-constrained healthcare systems. Addressing these limitations requires future research to test 

and refine the proposed framework in practical healthcare settings (AlJamal et al., 2024; Elahi et al., 

2021; Hoeschele et al., 2021).   

 

The proposed hybrid framework shows promise but has several practical limitations. Its effectiveness 

is based on theoretical insights and lacks empirical validation in real-world healthcare environments. 

Testing the framework in live 5G-enabled healthcare systems is necessary to confirm its applicability 

and effectiveness. 

 

Scalability poses another challenge, as the framework’s ability to handle the high data volumes typical 

of 5G healthcare systems remains untested. Performance bottlenecks may occur, especially in resource-

intensive tasks like AI-based threat detection. Additionally, the computational demands of Blockchain 
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and AI technologies could strain resource-limited healthcare systems, particularly in developing 

regions(Afaq et al., 2021).  

Latency issues may arise from combining technologies like Blockchain and ZTA, which could delay 

critical operations such as transaction validation or access control. Integration complexity adds to this 

challenge, as modern security technologies may not easily align with existing healthcare infrastructure, 

requiring costly upgrades or replacements(Thantharate & Thantharate, 2023).  

Furthermore, the framework must comply with diverse data privacy regulations like GDPR and 

HIPAA, which vary globally and may impose additional restrictions on data management. High 

implementation costs, including infrastructure upgrades and skilled personnel, could also hinder 

adoption, particularly for smaller healthcare providers(Shah, 2023).  

 

To overcome these limitations, future research should focus on validating the framework in real-world 

settings, optimizing performance, and exploring cost-effective strategies for implementation. By 

addressing these challenges, the framework could become a transformative solution for securing 5G-

enabled healthcare systems(Ahad et al., 2023; Ahmed et al., 2024; Patel et al., 2022). 

6. Conclusion 

6.1. Summary of Key Findings   

This study investigated the challenges of data privacy and security in 5G-enabled healthcare systems 

and proposed a hybrid framework integrating blockchain, zero-trust architecture (ZTA), and AI to 

address these challenges. The findings demonstrate that blockchain ensures data integrity through 

tamper-proof storage, ZTA enhances access control by continuously verifying devices and users, and 

AI provides real-time threat detection and dynamic risk mitigation. Together, these technologies form 

a robust, multi-layered defense strategy capable of meeting the demands of 5G healthcare 

environments.   

6.2. Contributions to the Field   

The study contributes to the field by bridging gaps in existing literature through the integration of 

advanced technologies into a cohesive framework. Unlike prior research, which often focused on 

individual technologies, this study highlights the synergistic benefits of combining blockchain, ZTA, 

and AI. The proposed framework provides a scalable and adaptable solution, offering a practical 

roadmap for enhancing data privacy and security in healthcare. This research also lays a foundation for 

further exploration of hybrid models in addressing cybersecurity challenges in high-speed, distributed 

networks like 5G (Tang et al., 2024; Weinberg & Cohen, 2024).   
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6.3. Recommendations for Future Research   

Future research should prioritize empirical validation of the proposed framework in real-world 

healthcare settings to assess its scalability, efficiency, and adaptability under diverse conditions. This 

involves deploying the framework in live 5G healthcare environments and monitoring its performance 

with varying data loads and security demands. Additionally, studies should explore solutions to 

mitigate the computational overhead of blockchain and AI by investigating lightweight alternatives, 

such as optimized algorithms or more efficient consensus mechanisms, to ensure suitability for 

resource-constrained environments(Jameil & Al-Raweshidy, 2024).  

Emerging technologies, such as quantum computing and 6G networks, offer promising avenues for 

further enhancing the security and performance of the framework. Future research should explore how 

these advancements can be integrated to address sophisticated cybersecurity threats and increase 

processing speed. Expanding research to include global case studies and cross-border data regulations 

is equally essential to evaluate the framework's universal applicability and compliance with diverse 

legal and ethical standards(Rafiul Azim Jowarder & Sawgat Jahan, 2024).  

Strengthening the validation process through theoretical modeling is another critical area. 

Simulation environments can be used to test the framework’s components, measure potential 

performance metrics, and predict outcomes under various scenarios. These models can provide 

preliminary insights before real-world deployment, reducing risks and optimizing the framework for 

practical use. Together, these efforts will ensure the framework's evolution into a robust and scalable 

solution for healthcare cybersecurity (Ali et al., 2023; Almalawi et al., 2024).   
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